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Abstract

Material characteristic is a crucial part for industrial application, innovation in thin-
film oxides over the period of time has drastically shifted the micro-electronics
industries. The scope of this thesis is to understand Hf O, based ternary system of
Al,03/HfO0,/Zr0, for possible Physical unclonable functions (PUF) applications.
PUFs are cryptographic primitives used to create real and intrinsic randomness,
which is essential for cryptographic and secure applications. As a result, the PUF
output (response) includes characteristics that can be used to create a true random
number generator (TRNG) for security applications. The most widely used PUF
architectures are based on transistors and concentrate on taking advantage of the
unpredictable process variances in traditional CMOS manufacturing technologies. But
recent development of simple stack memristor PUFs encourages to experiment with
potential thin-film materials for this regard. Understanding the randomness of thin-
film that are unique to manufacturing methods are essential.

Simple structure of metal-insulator-metal (MIM) was developed using affordable
ternary systems of Al,03/Hf 0, /Zr0, which was deposited on two different bottom
electrode material of TiN and TiO,: Nb. These two systems were extensively studied
in order to understand the variation in electrical properties like capacitance,
resistance, impedance, and dissipation losses. composition study and surface quality
of these two systems were studied using SEM imaging and composition analysis
techniques. Study of these systems under varying temperature and in glovebox was
carried on to understand the variation in material properties. IV characterisation of
the samples with cycle-to cycle (C2C) variations were studied. Based on the variation
of certain properties like capacitance, and resistance, option of coating PUFs and
memristor PUFs were proposed.

Extended part of the thesis also includes some numerical modelling of miniaturized
optical PUFs setup using Zemax to understand the irradiance variation with
patterned thin-film and divergence study of the light source.
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Investigation of dielectric and morphological properties of Hf O, based ternary
composite thin film deposited by CBVD for PUF applications

1. Introduction

1.1. Security needs

In the modern age of Internet of Things (loT) there is drastic growth in electronics,
and numerous privacy and security risks arise because of this. Some defences against
these issues are provided by classical cryptography, but they all hinge on the idea of a
hidden binary key: the gadgets are thought to be capable of permanently storing a
piece of digital data that is and will always remain unknown to the opponent.
Unfortunately, it can be very challenging to uphold this criterion. Key exposure and
security breaches can result from physical attacks like invasive, semi-invasive, or side-
channel attacks as well as software attacks like malware and API attacks [1]. The fact
that the used devices should ideally be small, inexpensive, and resource-constrained
in some business applications adds further complexity. To solve this prevalent issue
in cyberspace, knowing with whom one is engaging or how to properly transmit
information from the physical to the digital worlds is important, new solution built on
a foundation of trust are required.

In addition to security and privacy issue, increased trend in the practice of e-
commerce and asset transfer leads to greater diversity of products, but it also opens
distribution channels over which manufacturers may have less control. In this
situation, it becomes sense to worry that the number of fake goods would rise even
more. According to a survey study by Khalil [2], the act of counterfeiting is divided
into several categories, including simple copies, counterfeits made using reverse
engineering, excess production from subcontractors, and parts that have been
rejected during quality control operations. This threat has cost the American
industrial sector an estimated US $200 billion over the past 20 years, which resulted
in loss of very large number of jobs [3]. Additionally, as the International Chamber of
Commerce noted in 2016 [4], trade in counterfeit goods has grown by 80% over the
last five years, from US $250 billion in 2008 to more than US $461 billion in 2013.
Projection in total international trade in counterfeit and pirated goods for 2022 is of
US $991 Billion and this calls for some strong countermeasures.

In addition to harming the economy, it may also pose a health risk. In 2006 [5], the
World Health Organization reported that 10% of medical items worldwide are fakes.
The wellbeing of both individuals and entire populations is at peril because of these
fake goods. In these medications, the active ingredients may be absent, diluted, or
replaced with other compounds or placebos. In this instance, the dosage is not
appropriate to treat the patient and poses a danger that the disease's underlying
cause will become increasingly resistant to therapy.

As described in the white paper of Clemessy, the Eiffage Energie Systémes brand
devoted to industry [6], the continuous adoption of new sensors and communication
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systems in the sphere of industrial and technological systems should also be taken
into account. The distinction between information systems and industrial systems is
indeed fading as we move toward Industry 4.0. When these specifications were
created, security was not yet a crucial component. Instead, the goal was to focus on
the interoperability and durability of industrial systems. One of the biggest hazards
associated with the Industrial Internet of Things (lloT) is consequently cybersecurity.
Given the variety of environments that these systems control (supply chain,
warehouses, building security and energy management, transport infrastructure,
hospitals, etc.), the extent of a cyber-consequences attacks are crucial. These include
personal safety, property damage, environmental pollution, financial losses due to
production interruptions, data theft or modification, and harm to a company's
reputation. In this environment, 66% of businesses reported cyber-security incidents
in 2017, and in more than one in two of those situations, the cost exceeded US $500k

[7].

The quality of the components used in the construction of military equipment [8] or
essential facilities like water, hospitals, gas pipelines, the energy grid, etc. must be
ensured, and counterfeiting poses a latent risk to national security. Consumer
applications, such as the Mirai attack (malware that transforms connected devices
into bots that are then used for distributed denial of service attacks), and particularly
industrial systems that oversee key services already have substantial economic and
societal repercussions. The industrial programmable logic controllers (PLCs) used in
Iranian power stations and drinking water distribution networks were the target of
the Stuxnet worm [9], which was detected in 2010. Another prominent example is
the 2015 attack on the electricity network in Ukraine [10]. Therefore, there is a very
real and growing demand for anti-counterfeiting solutions to protect users online, as
current cybersecurity and anti-counterfeiting technologies are unable to adequately
address this issue and halt its growth. According to a report by loT Analytics [11],
authentication continues to be the weakest link in loT security, followed by access
control and data encryption.

A comprehensive solution that ensures the reliability of the authentication and the
security of the transmitted data is required to create a cyber-trust environment. A
product called e-tag, created by 3D-Oxides, is frequently used in conjunction with a
blockchain architecture. This report is an attempt to find thin-film materials for
designing electrical PUFs by studying and characterizing the materials for their
electrical and morphological properties. The focus of the article is to find suitable
properties that can be used to create PUF for lightweight cryptographic randomness
using oxide thin-films developed by 3D-Oxides. In an extended part, to also carry
some optical simulations using Zemax OpticStudio on existing optical PUF system
designed by 3D-Oxides.
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1.2. PUF: a comprehensive solution

Given the need for a higher security level that satisfies the modern constrain
associated with the embedded system: low computational needs, cost efficiency, and
limited areas are prioritized without sacrificing compatibility with cryptographic
applications. In the area of cybersecurity, they stand for cutting-edge solutions [12].
Their main concept is to take use of the "random physical disorder" or
"manufacturing variations" [13] that are present on small length scales in practically
all physical systems. The illustrated disorder is often impossible to completely control
during system creation and cannot be purposefully refabricated, not even by the
original maker. It acts as distinct fingerprint [14] of each system and are "unclonable’.
A PUF, more specifically is a physical disordered system which are challenged using
external stimuli or ‘challenges’ (C;). When we input such challenges to the PUF we
get corresponding responses (R;) for our output. A PUF's response is based on a
sophisticated physical mechanism that is exclusive to that PUF. If the same task is
presented to multiple PUFs with the same design, the results will vary as seen in
figure. 1. The tuple of (C;, R;) is known as challenge-response pairs (CRP).

PUF4 Response Ry

Challenge C ———

PUF, Response R,

Figure 1. Schematic of uniqueness of PUF for same challenge with different responses.

Some of the commonly used PUFs are CMOS-based such as Arbiter PUR (APUF) [14],
Ring Oscillator PUF (ROPUF) [15], Static Random Access Memory PUF (SRAM-PUF)
[16]. Uncontrollable product variation during the fabrication of CMOS provides them
with unique signature from one chip to another [17]. These chip specific signature
creates delay differences on symmetrical electrical paths on a chip. This randomness
in the delay produces unique PUF response for each chip [18]. Bits of information can
be generated from such variation thus can be utilised in various security applications
such as Key authentication [19], RFID tags [20], IP protections [21], IC piracy [22],
unique identifiers and random generators [13].
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PUFs are most commonly used for two purposes: secure key creation and
authentication. The PUFs are often divided into "strong PUFs" and "weak PUFs"
based on these two purposes. While weak PUFs are better suited for key creation,
strong PUFs can be used for authentication. Based on the number of CRPs generated
by the system they can be stated as, strong PUFs having large CRPs and weak PUFs
with very few CRPs [23].

The restricted number of CRPs, model building assaults, reliability deterioration, and
less usage area are all issues that this study solves by taking advantage of the special
characteristics of nanoelectronics rather than CMOS technology. More crucially,
establishing security-critical characteristics including uniqueness, homogeneity,
irreversibility, and low cost [24]. Memristor PUFs have demonstrated greater
resistance to assaults like reverse engineering [25] due to the inherent randomness
at both the memristor level caused by the device's variation in fabrication process
level, such as the cross-sectional area and variances. The user will not be able to
regulate its resistance due to the fact that the generated features are not the same,
allowing for the extraction of unique keys [26]. This report explores such property of
material that can be used in order to create unique keys, in extended part of the
project numerical simulations were carried to mimic and understand optical PUF
behaviour that is designed by 3D-Oxides.

1.3. 3D-Oxides

The research organization which was established in the year 2009 with a vision and
purpose to develop innovative and eco-sustainable thin film materials for diverse
application in the fields of optics, photonics, electronics, and biotechnologies. The
company is in Saint-Genis-Pouilly near Franco-Swiss border amidst the scientific basin
created by one of the largest and most renowned facility (figure 2), the CERN
(European Organization for Nuclear Research). Some of the other prominent
scientific organization nearby includes the University de Genéve, the Institut des
Nanotechnologies de Lyon (INL), the CEA (Leti and Liten) and the Institut Néel, both
in Grenoble, and the Ecole Polytechnique Fédérale de Lausanne (EPFL).
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Figure 2.. Map illustrating the location of 3D-Oxides in the scientific basin of CERN

The company is active in several stages of the production chain for thin film growth,
starting with the synthesis of chemical precursors and moving through process
development for CBVD (Chemical Beam Vapour Deposition) systems, material
science engineering, and up to the development of first device designs.

The Sybilla thin film growth equipment series, which is used to carry out CBVD
processes, is likewise distinctive and the result of extensive conception work
between ABCD technologies and Socrate Industrie. It has reached remarkable
maturity level and performances for R&D, but still need increased maturation for
production. The key main features of Sybilla equipment are its ability to produce very
controlled thin films with chemical and thickness uniformity (1%) of multi-element
materials even on large substrates (450 mm) or controlled gradients providing
powerful combinatorial approach as well as its ability to produce complex
nanostructures utilizing a single-step bottom-up additive growth process with stencil
masks or laser-assisted growth

1.4. CBVD Technique: Innovative approach to produce PUF

Main part of the research is to explore the dielectric and morphological
characteristics of ternary-based material of Al,05;/Hf0,/Zr0, on two different
bottom electrodes of TiN and TiO,: Nb for PUF applications. These thin-films were
deposited using patented in-house technique that is unique to 3D-Oxides called
Chemical Beam Vapour Deposition (CBVD) [27, 28, 29].
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There are several synthesis routes that can be used to create thin films, ranging from
Shake 'n bake methods (solid state reactions) by tape casting to a softer approach,
the Chimie Douce method using sol-gel reactions. Moving on to gas-phase deposition
techniques like Physical Vapour Deposition (PVD) [30], Chemical Vapour Deposition
(CVD) [31], or Atomic Layer Deposition (ALD) [32], whether technological or
economical, each have their own advantages and disadvantages. Beyond these
issues, the manufacturing method of choice has a significant impact on the final
qualities of the films. The process does, in fact this have an effect on the structure at
both the atomic and microscopic levels.

The CBVD process is a hybrid technique that combines the well-known molecular
beam epitaxy (MBE) and chemical vapour deposition processes [33]. In this process,
the precursors are transported to the substrate in gas phase. Absence of interactions
in the precursor beam, and cryo-panels are used to preserve the beam's quality and
high vacuum [34]. Additionally, the use of Knudsen cells offers a tightly controlled
supply of the precursors in the gas phase (by maintaining a consistent cell
temperature, in accordance with the Clapeyron relation [35, 36]), whose direction
follows a line-of-sight trajectory [27, 35-37]. In order to simulate the film growth
prior to deposition [27, 29], the distribution of the precursor impingements on the
substrate follows a cosine law. This method opens up a wide range of possibilities for
the synthesis of ternary oxides by allowing the simultaneous deposition of three
separate precursors through six different pre-chambers, figure 3.

Both kinetic and thermodynamic laws govern this process. However, kinetic laws
appear to be more significant because they determine how a film grows [33, 38].
Deposition should take place in the mass transport limited regime, or when the
delivery of precursors to the substrate is the rate determining step (RDS) of the film
growth, in order to optimize the control of the growth rate. This regime can be
operated at modest precursor flow rates; however, when substrate temperature
rises, precursor flow rates can also rise [27, 38]. These two variables are very
important since they control the atoms and microstructures and, as a result, the
physicochemical characteristics of the formed film. Precursor selection [39] and
operating setup are further crucial elements of the CBVD process (i.e., which of the
18 cells are used [27]). Following the flow simulations as shown on figure 4, the set-
up used makes it possible to develop films with regulated chemical composition or
thickness gradients. As seen the depositions vary depending on the flow ratio and the
activated cell count.
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Pumping unit
(primary pump +
turbomolecular pump)

Radiative substrate
heater

Substrate
Cryo-panel

Precursor decomposition
(surface reaction)

Optional: shadow mask
for 3D structuring

High vacuum /

growth chamber

(<10 mbar)
Optional: patterning

beam (laser or electron)
in normal incidence

Knudsen effusion and
line-of- sight trajectory of
precursor molecules to the
substrate

(no gas phase reaction)
Low pressure
pre-chamber A
(102 = 1 mbar) B i o4 Precursor evaporation

Thermostated reservoirs
(1 per precursor)

Figure 3. Schematic of CBVD deposition chamber of Sybilla equipment showing different precursor
channels.

The film qualities can be evaluated using a variety of characterization approaches,
either in-situ to provide dynamic measurement or ex-situ to analyse the
physicochemical properties of the film, such as resistivity measurements. In terms of
applications, performing combinatorial research of surface coating with binary or
ternary oxides appears to be one of, if not the best uses for CBVD equipment.
Furthermore, the use of a stencil mask eliminates the need to first develop a film and
then pattern it using a top-down technique [40], enabling the growth of patterned
thin films in a simple and single bottom-up phase. The CBVD method is thus a clever
and extremely sophisticated instrument with immense potential for creating complex
thin film architectures, given that all of the operating parameters are thoroughly
understood, both individually and collectively, as their synergy is crucial.
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Figure 4. The different gradients achievable according to the configuration used [27]

Liberty to produce 3D thin films with unique material properties on every deposition
stage gives added advantageous for this technique to use it for PUF applications. In
addition to manufacturing randomness, use of cleaver design and combinatorial
approach one can use CBVD technique to produce unique materials that can be used
for strong optical PUFs application (Fig.5). The quality of deposits produced by this
method is consistent with simulations produced by mathematical models. If the
chemical reaction is constrained by the precursors, it is possible to mimic the thin
film thickness and chemical composition with accuracy this is one of the main
benefits of the CBVD approach. Numerous benefits are made possible by the
potential to create intricate nano 3D-patterned oxides with many different
functionalities.
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areas around fingerprint
without deposit
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measured on the
photo-detector
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finger print (deposit)

small deposit areas that are used
as orientation/scaling marks

Figure 5. Thin film format for Optical PUF applications with calibrations areas and correction pattern.

On cleaver use of high-K materials such as Hf 0, combined with other oxides like
Zr0,,Ti0,, or Al,05 a binary or ternary oxide thin-films can be produced in a single
go and can be used for specific applications like memristors, MIM capacitors or
optical holograms.

2. PUF based on electrical properties of the material

2.1  Electronic PUFs: definition and design

Classification of PUFs can be done based upon the evaluating parameters. If the
variation in electrical parameters like capacitance, resistance or impedance etc to
creates variation in evaluating parameter like frequency, time etc. Then they can be
called as electronic PUF [41]. The fabrication process of the material gives unique
characteristics which allows us to extract material specific keys. 3D PUFs that works
on electronic properties relays majorly on CMOS technologies that consumer
electronics adopted. Some of the industrial favoured PUF and their defining
parameters are listed in Table 1.
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Year PUF Name Parameter

1993 Paper PUF Light intensity

1994 Magnetic PUF Magnetic field intensity
2002 Optical PUF Light intensity

2002 Ring-oscillator PUF Frequency

2004 Arbiter PUF Time

2006 Coating PUF Capacitance

2007 SRAM PUF Bistable state

2011 TERO PUF Frequency

2013 Memristor PUF Bistable state

2015 QEPUF Voltage — current characteristic
2017 Liquid crystal PUF Frequency

Table 1.Table of different PUFs chronologically classified based on their properties. Industrial focus in
the bold font [41]

Some of the most published articles on electronic PUFs are on Ring-oscillator PUF,
Arbiter PUF, Static random-access memory (SRAM) PUF, memristor PUF, and
quantum electronic (Q) PUF.

Complex electrical circuits need to be constructed to realize these electronic PUFs, in
general most of these PUFs are CMOS. This is indeed an expensive and unreliable
way to produce PUFs for large scale applications, this makes it necessary to design a
compact and simplistic design of thin-film materials, figure 6. In addition to
manufacturing complexity CMOS PUFs poses higher susceptibility to modelling
attacks. In this report we explore the possibility of using unique properties of thin-
film nano-electronics rather than CMOS technology to build weak PUFs .

nanodevices layer %ﬁ/ /
e 1 top
q //nanowire
level
m similar
L two-terminal
N — nanodevices Hf°2
CMOS layer bottom nanowire ateach
level crosspoint Si
a. 3D hybrid CMOS memristor b. Stacked H f 0, thin-film memristor

Figure 6. lllustration showing the difference between a. complex CMOS memristor and, b. simple
stack Hf 0, memristor.
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2.2 Material electrical properties that could be measured for PUFs

applications

As established in the previous section it is clear that some of the electrical properties
like capacitance, resistance, or dielectric constant creates variation in frequency,
time etc., this can be used to design all electronic PUFs, some of the most industrially
favoured are ring-oscillator PUF, arbiter PUF, SRAM PUF, memristor PUF, coating
PUF, and Q PUF [41]. It is important to understand how these PUFs operate.

Ring-oscillator PUF: when a signal passes through an oscillator circuit made of
inverter/NOT logic gates, the Ring Oscillator PUF [42] measures the variation in the
delay and, consequently, frequency of the signal. This is based on the manufacturing
variance of the components that make up the signal line and logic gate. The oscillator
consists of odd number of these gates to ensure inverted signal feedback to any
input signal., thus the oscillation in the system. The system oscillates with certain
frequency that is unique to the randomness in the device, this can be considered as
the response.

Arbiter PUF: an arbiter PUF [43] describes a system by comparing the differences in
the propagation times of two electrical signals traveling along hypothetically
symmetrical routes. This is based on the manufacturing variation used to create
these pathways. A signal source is connected to an arbiter component by the PUF,
which is made up of many cells. Depending on which of two input signals split from
the signal source reaches the arbiter component first, the component outputs a
binary signal. The activation state of the switch in each cell presents a distinct issue
since each switch has the ability to route both signals through a different signal line
while it is in its active state. A constant "winner" signal will be linked with each
"race," or guided path, as a result of the random fluctuations in the conductor and
switching gates that the signal goes through. Challenges are created by the on/off
nature of the routing switches (and arbiter position or numbering for several of these
systems) and binary based responses on the quicker path following this switching are
noted.

Memristor PUF: memristors are electrical components that, when a threshold
voltage is achieved, alternate between a high and low resistance state. The
memristor enters a low resistance state over a forward voltage threshold, and with a
negative current, it returns to a high resistance state. Based on changes at both the
manufacturing and resetting stages, this results in each memristor in an array having
either a high or low resistance state, in an unpredictable but reproducible manner.
The circuitry is then built around reading the resistance state that each memristor is
in, turning that information into a PUF response depending on a challenge of the
array's memristors number or position [44].
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Coating PUF: a coating PUF [45] entails measuring the capacitance across a pair of
comb-shaped sensors in an integrated circuits top layer. A dielectric coating is
sprayed on top of the sensors to expressly induce significant randomization due to
the variation in the coating's properties (such as thickness) over the surface of the
PUF at the manufacturing stage.

Quantum electronic PUF, for unique device authentication, the Quantum Electronic
PUF (Q-EPUF) [46] uses different resonant tunnelling diodes (RTDs). A quantum well
is surrounded by two barriers in RTDs, and only electrons with a specific energy can
tunnel from one side to the other. The voltage across the device determines the
energy level of the confined quantum well in comparison to the energy level of the
electrons in the emitter, and the current through the diode is equivalent to the
number of electrons flowing through the system. More electrons have the particular
energy needed to tunnel past the barriers through the constrained energy level in
the well as the applied voltage rises from zero voltage, which causes the current to
rise.

As observed, variation in capacitance, frequency, time, or resistance can be used in
defining specific functional PUFs, but working with Hf O, binary or ternary system it
is much more favourable to move with memristor PUFs. It has already been exhibited
that Hf O, based thin-film nano-electrical stacks can be used as memristors

2.3 High-K dielectrics and ternary dielectrics for memristor-PUF

application

In a growing age of micro-electronics and loT there is a need to substitute Silica as a
main material. It is realized that the growing demand to miniaturize metal-oxide-
semiconductor (MOS) devices has proven to be very challenging as we move towards
sub-nano meter size of Si0,, in a 1~2 nm thick Si0O, we often encounter high leakage
currents that leads to reliability problems in the devices. This makes it necessary to
find alternative materials that can overcome this problem. High K dielectric materials
has been drawing more and more attention in these days for their properties and
extended multi-functionalities. In the case of PUFs applications, achieving multi-
functional materials enables to obtain more challenge typologies that can be used in
parallel to both strengthen PUFs uncolorability and information density contained in
the PUF.

.Hafnium dioxide (Hf O,) has emerged as one of the industrially leading choices as it
has high dielectric constant (25), high band gap (5.8 eV), and high heat of formation
(271K Cal/mol) that are thermally stable and are highly compatible with polysilicon
gate processes [47]. If right manufacturing methods are not followed, it will result in
defective Hf 0, which may cause high losses and increases number of oxide charges.
For these reasons, HfO, is an interesting choice for PUFs application.
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Compared to other techniques, Chemical Beam Vapor Deposition (CBVD) developed
by 3D-Oxides has many advantages such as high deposition rate, good adhesion,
uniformity and suitability for large area deposition]. Systematic studies were focused
on modulations of morphologies, sizes, and crystallinity of oxide thin-films
synthesized by CBVD technique.

For memristor application it has been previously demonstrated by 3D-Oxide [48] that
Hf O, thin films on selective thickness range produces best results, as thin-film
thickness decreases it was observed that the leakage current was too high. This led to
an experimentation with binary and ternary oxides of Hf O, to produce much stable
devices. Zr has proven to be one of the most favoured dopants that can be
introduced into Hf O, system to produce a stable memory device. The physical and
chemical characteristics of Zr0O, and Hf O, is strikingly similar. Zr is a tetravalent
element with an atomic radius (155 pm) that is nearly identical to that of Hf (155
pm) [49]. They have nearly comparable lattice constants and equivalent crystal
phases. The Hf 0,/Zr0, system generates single phase solid solution over the full
composition range as a result of their similarities [50]. In the semiconductor industry,
Hf 0, and Zr0, are highly developed materials since they are employed as standard
materials for the high-k gate dielectric layer in modern capacitors for DRAM and
metal-oxide-semiconductor field effect transistors (MOSFET). They make excellent
memory devices with much stable working ranges, still we can minimize the leakage
current by adding Al,0; to this making a ternary composition using Hf 0,. Al is a
trivalent material which is about ~19% smaller than Hf having atomic radius of 125
pm. In recent studies it has been shown that Al doped Hf to have good ferro-electric
properties when optimize [51]. This gave us the motivation to create new ternary
system of Al,03/HfO0,/Z10,.

The randomness source must be truly random in order to maintain the security of the
cryptographic primitives; otherwise, the entire system will fail. To guarantee the
security of crypto-systems, true random number generators (TRNGs) are necessary.
Using TRNGs, physical phenomena' unpredictability is extracted. TRNG based on
Cu/AlO, and Ti/Hf O, memristors with non-volatile [52], the suggested memristive
devices required SET- RESET pulses for each output bit and careful calibration of the
applied voltage because they were non-volatile. Much robust TiO, [53]- based
devices that works with small current fluctuation were designed, but this took
complicated algorithms and post processing of costly circuit to ensure the generated
bits quality. Pt/Ag/Ag: SiO, /Pt memristors [54] without complex post processing
algorithms were proposed but as one can see it is very complex and costly to
manufacture. Cost-efficient PUFs made up of Cu/Hf0,_, /p**Si [26] was proposed
that is both robust and easy to produce. It should also be noted that coating PUFs
can also be fabricated using the uniqueness in the thin-film manufacturing variations.
Previous study on memristive properties of Hf 0, [48] was conducted in 3D-Oxides.
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To minimize the losses and to have a much stable system, Hf O, based ternary
system was proposed. Thin-film ternary system of Al,0;/Hf0,/Zr0, was produced
using affordable oxides and single stage manufacturing techniques. Two different
bottom electrodes of TiN and TiO,: Nb were tested. the top electrode of Ag can be
further replaced by affordable materials like Cu in future. The bottom electrode can
also play a significant role in maintaining cost and tight budgets. So in-house
deposition of TiO,: Nb as bottom electrode was carried on and characterized to
know the difference. Understanding variation such as capacitance, resistance or
impedance in these films can help us to fabricate specific PUFs.

3. PUF based on optical properties of the material
3.1  Optical PUF: definition and design

This group of PUFs measures an object's implicit randomness using light that has
been emitted. The evaluation system provides the light that is reflected, either as a
laser in a paper PUF [41] or as directed light in a CD PUF [41]. Electronic PUFs are
often vulnerable to numerical modelling attacks and doesn’t offer much entropy. This
demands strong PUFs like optical PUFs that has higher (C;, R;) pairs to work with. 3D-
Oxides developed thin-film with manufacturing variations that are unique to its
fabrication method of CBVD. The optical thickness and refractive index of the internal
thin layer cause the emergence of the iridescence phenomena. The device on which
the film is applied is characterized using an optical reading method.

3D-Oxides is working on a concept of PUF that uses transmittance of light to extract
uniqueness of thin-film. Based on the variation in the film, such as thickness over the
region of PUF one can expect to create very strong PUFs. The setup is something
similar to what is illustrated in figure 7, a light emitter of our choice, unique optical
token, and a detector.

Unique transmission

ﬁpattern
"L Light detector

aser emitter

Unique optical
token

Figure 7. lllustration of the explicit setup of possible optical PUF design to extract uniqueness in the
system.

3.2 TiO, based PUF integrated on a chip investigation
TiO; thin-films developed by 3D-Oxides have proven to have manufacturing variation
that are unique to each single sample with regards to the transmittance pattern of
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the PUF. A first PoC (Proof of Concept) has been carried out at macro-scale using a
full wafer with a TiO; gradient and macro light sources (LEDs) and sensors. The
purpose of the present work has been related to miniaturization of this first PoC and
to introduce/manage eventual interference effects appearing with miniaturization
between two adjacent dots leading to cross-talk. Optical modelling of the PUF has
been done to understand the light behaviour in the material with Zemax software.

3.3  Numerical simulation approach — Zemax software

Zemax is one of the many simulations software that are in market like OSLO, CODE V.
It has relatively easy user interface to deal with the simulations and design, this is the
reason why many optical engineers and designers prefer Zemax over other software.

Optical engineers can now quickly simulate the performance of very sophisticated
system using ray tracing tools like ZEMAX or CODE V. Small ray angles and heights are
used in paraxial ray tracing. Compared to the manual ray tracing of light the modern
computing software make the job easy and efficient [55].

The main objectives of using optical designing software was to model a miniaturize
optical PUF and to conduct ray tracing to understand possible light propagation
through patterned thin-film and to visualize irradiance differences at different
illumination positions.

4. Experiment and analysis

The investigation of a material's dipole or ion mobility is known as a dielectric
analysis. By applying an alternating current (AC) voltage to the sample and recording
the current, one can determine the mobility of these charged groups. Two dielectric
qualities, capacitance, or the material's capacity to store charges, and conductance,
or the mobility of charged carriers inside the material, which can be connected to the
observed impedance.

By measuring a material's dielectric properties, one can learn more about its physical
and chemical structural properties as well as process behaviour. In a material, dipoles
will try to align themselves with the applied electrical field, whereas ions will move in
towards the electrodes with the opposite polarity.

Changes in the mobility of ions correlate to the material viscosity and reaction
kinetics of developing systems, whereas variations in the degree of alignment of
dipoles as a function of temperature and frequency provide information about
physical transitions. These changes can be measured and can be used for PUF
application. Selective primary and secondary parameter of the material are
measured using BK precision’s 880 LCR meter (details in Annexure B). Five particular
test frequencies of 100 Hz, 1 kHz, 10 kHz, and 100 kHz which can operate in series
and parallel modes are used to record these parameters.
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Main part of the thesis is to fabricate metal-insulator-metal (MIM) structures (figure
8) and to experiment with the variation in electrical properties of these samples due
to the change in bottom electrode. And again, these samples were subjected under
various frequency to further analyses the variational responses in the material. and
analyse the samples that are deposited using CBVD technique.

Silver top electrode

|

Figure 8. Schematic of thin-film metal-insulator-metal stack of the fabricated device.

Based on the selection of the bottom electrode material, two ternary materials based
on Hf 0, were fabricated but they both have common silver top electrode. Stack of
bottom electrode, thin-film material and top Ag electrode in cumulative can be
called as system, one constructed using ternary composite are ternary system. Each
of these devices further has a variation in thin-film composition, giving three distinct
samples for each device. These two variations in the devices and the labelling of the
samples in the wafer is illustrated in figure 9. Samples are labelled as S1, S2, S3, S4,
and S5 from left to right, wafer is symmetric about the dotted line and right and left
half of the wafer has similar labels.

Al,05: Hf 05: Zr05 on Al;,05: Hf 05:Z105 on How samples were
TiN Ti0,: Nb labelled

Right half samples: RS
Left half samples: LS

Figure 9. Schematic of variation in bottom electrode and labelling of the samples in the wafer.
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4.1 Ternary system 1

For ternary system one, Al,03/Hf0,/Zr0, thin-film was deposited on uniformly
coated TiN on silicon wafer. The samples are deposited using masked deposition
techniques to have different composition samples in a single wafer (ref. figure 10), it
is to be noted that the thickness of the thin-film to be same. In order to understand
the variation in the electrical responses one need to understand the composition
difference, thickness variation, surface quality of such samples. Green, blue, and red
dot around the edge of the sample represents the distinct flow of different
precursors from different channels (ref. figure 3).

Figure 10. TiN coated silicon wafer having different composition thin-film samples deposited using
CBVD technique.

4.1.1 Morphological and composition results

The morphology and composition of these samples gives us the idea of surface
quality and electrical variation in the system. Hitachi’'s SU3800 scanning electron
microscope is used to observe the surface and cross-section of these sample. EDS
analysis of these samples gives us the idea of composition. Figure 11, shows the
surface morphology of Al,0;/Hf0,/Zr0, on TiN using SEM, it shows us the
granule distribution of the composition along the surface. The size of these granules
was measured using advanced tools in SEM which on average was measured to be
100 nm. The distribution seems to be continuous without prominent voids and
trenches, this demonstrates the superior surface quality of CBVD technique. The
cross-sectional SEM image can be used to know the thickness of the thin-film, three
measurements were done at three different sites of the sample and thickness was
averaged at 205 nm. The measures were consistence in the value at these sites and
this proves that the sample has uniformity and homogeneity of the thin-film. The
TiN acts as bottom electrode which was deposited by third-party manufacturer and
have uniform thickness of ~100 nm (as provided by the supplier).
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Aly05: Hf 05: Zr0,
on

TiN

Thickness of Al,0;:Hf0,:2r0,

SU3800 7.00kV 5.6mm x42.0k SE

Figure 11. SEM image demonstrating granule distribution of Al,03/Hf 0, /Zr0, and cross-section
image having thickness marking along three different points of the sample.

EDS composition analysis was carried on and the atomic percent (At %) of Al, Zr, and
Hf are listed in the table 2. This allows us to select the samples of interest to filter
out among many that are deposited on the wafer.

From the table 2 we can see this doesn’t add up to 100 % as there are majority
elements like carbon, oxygen, and silicon are excluded. Here S1 can be labelled as Zr
rich, S2 can be labelled 50 — 50, and S4 to be Al rich. To our convenience they will be
referred as sample 1, sample 2, and sample 3 respectively in the further part of the

report.
Material: Al,03/Hf0,/Zr0, on TiN
Sample composition in At %

Al Zr Hf
S1 4.1 6.9 1.3
S2 5.4 5.7 1.2
S3 6.8 3.8 1.1
S4 8.2 2.8 1.1
S5 9 1.8 1

Table 2. listing of Al, Zr, and Hf and their composition chart for different samples of the wafer of
ternary system 1.

4.1.2 Dielectric characterization results
Based upon the morphological and EDS data, suitable samples were taken for
dielectric characterization. Capacitance, impedance, and dielectric loss (tan(9)) were
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recorded in parallel mode and resistance in series mode, this was for three samples
at four different frequencies (using acquisition setup described in annexure C and D).
Capacitance of the material varies vastly based upon the shape, size and material of
the top electrode. In our case silver top electrode is manually placed on the top of
the film which results in in-homogeneity from one sample to other. This can be
corrected by using dielectric constant, as it considers silver electrode area A and
dielectric layer thickness d (refer equation 1 and 2).

A
Co = EEO

(1)

Capacitance in free space C, can be calculated using thickness of the dielectric and
area of the silver electrode, € is the permittivity in free space. Once C; is calculated,
dielectric constant k can be extracted using equation 2. Where C is the measured
capacitance

(2)

Variation of dielectric constant with frequency for three samples in figure 12A. one
can see how dielectric constant is higher for lower frequency for all three samples.
sample 1 has maximum capacitance of ~10 at lower frequency of 100 Hz, as we
increase the frequency from 100 Hz to 100 kHz, we can see a drop in dielectric
constant to ~9. For sample 2, dielectric constant of maximum ~13 at low frequency
and minimum of ~10 at high frequency were observed, and for sample 3 it was
observed to have maximum dielectric constant of ~16 and minimum of ~ 12. The
trend of variation is same for all three samples, but sample 3 has higher dielectric
constant than sample 2 which is higher than sample 1, from preliminary observations
variation of 33.33 %, 30 %, and 11.1 % for sample 3, sample 2, and sample 1 were
calculated.

Dissipation loss variation with frequency in figure 12B, one can say for sample 1 we
have high loss of 0.129 at lower frequency of 100 Hz and then as frequency increases,
we see decrease in loss until 1 kHz, then further increase in the frequency to 100 kHz,
a relatively high loss was observed. And for sample 2 and 3, one can see a similar
trend but see an increasing loss for 1 kHz and 100 kHz. Variation of almost 100 - 143
% was recorded for all the samples.

Impedance variation with frequency from figure 12C, one can see a decrease in the
value of impedance as frequency increases, this is common for all the samples. If
sample 1 is considered, a maximum value of 2.5x10° 2 was recorded at 100 Hz and
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minimum value of 2.8x103 2 at 100 kHz. This means we see about 9x10% %
variation between max and min value.

Variation of resistance with frequency in the figure 12D, the trend of variation in the
resistance value with frequency is similar to that of impedance. Decrease in
resistance value is observed as frequency increases, this is same for all the samples.
For sample 1, maximum of 5x10° £ was observed at 100 Hz and minimum value of
155 Q at 100 kHz. Similar to that of impedance we see larger variation between min
and max value of the resistance.
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Figure 12. From A to D, we have dielectric constant, dissipation loss (tan(J)), impedance Z’, and
resistance and its variation with frequency for sample 1, sample 2, and sample 3.

4.1.3 Influence of external parameters

Samples were put inside a glove box that is free from oxygen and parameters were
recorded using remote acquisition setup. variation in capacitance, dissipation loss,
impedance, and resistance with frequency under this condition.
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Figure 13. Variation of capacitance, dissipation loss, impedance, and resistance due to frequency for
sample 1, sample 2, and sample 3 in glovebox and in open air is plotted.

It can be seen in figure 13 that the capacitance for all three samples is higher in
glovebox than that of in air, a variation of about 16 % can be seen in the sample 1
and this is similar to that of sample 2, and sample 3.

Dissipation loss for the samples seems to be decreased inside a glovebox compared
to sample in air. Clear variational trend cannot be drafted in regards to impedance
and resistance of these sample inside the glovebox as some unexpected behaviours
were observed by the samples. Impedance and resistance value seems to decrease
from sample 1 to sample 2 and sample 2 to sample 3. Sample with rich
Al composition tend to have very less impedance and resistance in glovebox for the
whole frequency range.
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4.1.4 |-V characterisation

Figure 14 shows the current — voltage (IV) curve for ternary Hf O, system of
Al,03/Hf0,/Zr0, on TiN. Bias voltage ranging from —10to + 10V, at 0 voltage
it is expected to have 0 current and as voltage increases in positive bias the current
increases much like a linear curve and as we go back to —10 V' we see the similar
decrease in trend, there is no prominent loop either in positive and negative bias but
can be seldomly seen in all three samples. This is kind of same for sample 2, and
sample 3. Maximum recorded current at higher voltage for sample 1 is around
105 mV, for sample 2 is around 67 mV, and for sample 3 it is around 122 mV. These
are the values at positive bias, at negative bias the maximum current recorded are
—95mV,— 85mV,and — 122 mV respectively.

For sample 1 in positive bias at 10 VV, maximum variation of 36 % increase and 16 %
decrease in current to that of sample 2 and sample 3 was observed. In negative bias
at —10 V, we observed 14% decrease and 20% increase in current to that of sample 2
and sample 3.

Sample 1 Sample 2
A. TmA) B. 1(mA)
100 100 F
50 50
Viv) V(v)
-10 -5 5 10 -10 5 5 10
50 50
100 | -100
Sample 3
C.
| mA)
100
50
Viv)
-10 -5 5 10
50 F
=100

Figure 14. I-V characteristics plot for a. samplel, b. sample 2, and c. sample 3.
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Further, sample 1 was tested for its Cycle-cycle (C2C) robustness by repeating the
processes of acquisition continuously for four times, figure 15. This work makes use
of the stochastic switching characteristic of memristor devices as an entropy source
to produce random output. In addition to fabrication changes, the entropy source is
inherited from the device's ionic activity, which helps with resistance switching.
Based on these variables, the fingerprint IV characteristics of the memristor devices
differ randomly from one device to the next and from one cycle of a memristor cell
to the next. This kind of behaviour is undesired for memory application for
computation and sensing, it is much favoured for hardware securities.

Sample 1
cycle 1 I (mA)
cycle 2
cycle 3 100
cycle 4
S0
V(v)
-10 -5 5 10
50 +
=100

Figure 15. I-V characteristics for sample 1 of ternary system 1, with repeated cycle.

4.2  Ternary system 2

For more cost-effective matter, 3D-Oxides deposited their own bottom electrode of
TiO,: Nb on silicon wafer on which the same ternary thin-film of Al,05;/Hf0,/Zr0,
was deposited. This gives an opportunity to understand the variation in the
properties with the change in bottom electrode. The samples on the wafers were
labelled similar to that of Hf O, based ternary system 1.
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4.2.1 Morphological and composition results

High resolution surface distribution SEM images of bottom electrode should give a
clear understanding about the quality of the material, TiO,: Nb was deposited using
CBVD techniques, SEM surface morphology of electrode and its cross-sectional
thickness of the sample can be seen in figure 16. Flat granular structures of Ti0O,: Nb
material is distributed over the visible region with random cracks throughout the
surface. A fine tuning of deposition parameters can be adjusted to try and get
uniform distribution of the electrode material. The cross-section image of the
material shows a significant band with average width of 1 um.

The deposition of the thin-film material (figure 17), Al,03/Hf0,/Zr0, is similar to
that of ternary system 1 with identical granular patterns can be seen. The distribution
is continuous and uniform with average size of these granules to be 100 nm.
Thickness of the thin-film is averaged at 205 nm. These measurements show superior
surface quality of the thin-film, which is a critical parameter for a manufacturer.

038007 00KV 7. 1 x20.08 SE

Figure 16. SEM image of surface morphology and cross-section for the electrode material of
TiO,: Nb, random distribution of cracks over the distribution of the material with rough pattern can
be seen in the surface morphology. Cross-section of the sample with measured marking of the width

of electrode is also realized.

24



Investigation of dielectric and morphological properties of Hf O, based ternary
composite thin film deposited by CBVD for PUF applications

A1203: HfOZ: ZTOZ
on
TiO,: Nb

SU3800 10.0kV 6.0mm X60.0k SE

Figure 17. SEM image of the surface morphology of thin-fil material Al,03/Hf0,/Zr0, on
TiO,:Nb.
EDS composition chart in the table 3 gives us an idea of the elements present the
thin-film, based on these values one can select the desired samples from the wafer.
Site 1 is the ternary thin-film deposition area and site 2 is the bottom electrode area,
from the table Here after we can assign S1 which is Zr rich as sample 1, S3 which is
50 — 50 as sample 2, and S4 which is Al rich as sample 3.

Material: Al,03/Hf0,/Zr0, on TiO,: Nb

Sample composition in At%
0] AL Zr Hf Ti Nb (0] Ti Nb

K line Kline Lline | Mline | Kline | Lline | Kline | Kline | Lline

S1 63.24 | 594 [ 13.89 | 2.97 13.9 NA | 65.09 | 32.77 | 2.14

S2 64.46 | 7.81 | 9.37 2.76 | 15.61 [ NA | 65.24 | 32.41 | 2.35

S3 68.34 | 7.55 7.2 241 14.5 NA | 66.95 | 30.88 | 2.17

sS4 67.23 | 9.89 | 4.33 2.28 | 16.27 [ NA | 65.87 | 31.51 | 2.62

S5 65.74 | 11.43 | 3.54 233 | 15.09 | 1.87 | 67.09 | 30.29 | 2.63

Table 3. listing of Al, Zr, and Hf and their composition chart for different samples of the wafer of
ternary system 2, site 1 is for the ternary thin-film deposition area and site 2 is for bottom electrode
area, K, M, and L-lines are the X-ray lines for inner vacancies (K, M, and L).
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4.2.2 Dielectric characterization results

Parameters recorded and analysed are similar to that of ternary system 1. From
observing the variations in dielectric constant with frequency from figure 18A, one
can observe similar trend of decrease in the values with increase in frequency. They
seem to be dropping after 10 kHz. Sample 1 has a maximum dielectric constant of 13
and minimum of 4 (69 % decrease), sample 2 has a higher dielectric constant of 13
and low constant of 3 (76 % decrease), and sample 3 has higher value of 12 and
lowest value of 3 (75 % decrease). But only 5 — 10 % variation in dielectric constant
between samples at any particular frequencies.

Variation of dissipation loss (tan(8)) with frequency in figure 18B, dissipation loss
varies different for all three samples but seems to be increasing as frequency
increases.

Change in impedance and resistance with frequency in figure 18C and 18D, it is
observed that the trend of decrease in the value as frequency increase is the same
and we observe the decrease in the value is of the magnitude of 10? between
maximum and minimum values.

A. 20 ; B. 10 ,
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Figure 18. From A to D, we have dielectric constant, dissipation loss (tan(0)), impedance Z’, and
resistance and its variation with frequency for sample 1, sample 2, and sample 3.
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4.2.3 Influence of external parameters

To study the effect of temperature, three selected samples were placed on the hot
plate, before switching it on capacitance and resistance were recorded at room
temperature and then these same parameters were recorded for varying
temperature of 150, 200, and 250 C.

Variation in capacitance and resistance with frequency and temperature is plotted in
figure 19, capacitance seems to be increasing with temperature at lower frequency
but at higher frequencies we do observe a revere in trend. But for resistance it was
observed that the trend at room temperature is much higher than at any
temperature, it can be noted that at higher temperature resistance seems to
decrease. The observed changes are consistent with all three samples, but it should
be noted for sample 3 the resistance range is decreased by the order of 102. These
studies of variation in capacitance and resistance with temperature helps us to
understand the working mechanism of our device in various temperature ranges.

Sample 1: Zr rich Sample 2: 50-50 Sample 3: Al rich
—RT

—RT —RT |
——150C —150C

200C
—250C

-
-

200C
—250C

Capacitance in nF
)
)

o
2
Capacitance in nF

Capacitance in nF

102 10° 104 10°

10° 10? 10° 10% 10° 10* 10°
Frequency in Hz

Frequency in Hz Frequency in Hz

Sample 1: Zr rich Sample 2: 50-50 rich Sample 3: Al rich

—RT
—150C
200C

——RT

— 150G |-
200C

—250C

Resistance in KQ2
»

Resistance in K2
Resistance in Kf2

100 2 2 " 5 10° z 3 ot e
10 10 10 10 102 10 104 105 10 10 10 10
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Figure 19. Variation in capacitance and resistance with change in temperature as observed for sample
1, sample 2, and sample 3.

Next, these samples were placed in the glovebox to analyse the variation in
controlled environment. Oxygen was completely removed from the box and
parameters were recorded. Figure 20 shows this variation in parallel to that of in air
for sample 1, sample 2, and sample 3. Capacitance of these samples are relatively
high in the air compared to that of in the glovebox.

Dissipation losses seems to be high in air and this decreases as we record it inside a
glovebox, but this trend tends to be little-off with sample 2 at lower frequency, we
anticipate a mishap in the recording device for this variation. Impedance and
resistance in open air has a tendency to decrease with increased frequency, one can
still observe this trend even in glovebox expect few exceptional.
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From these observations it is clear that the material performs little different under
glovebox environment but the trend in variation seems to be similar to most of these
cases.

Understanding the external effect of temperature and controlled environment is
critical aspect of industrial applications. This gives an opportunity to understand our
material properties very well in the uncontrolled environment, PUF greatly depends
on randomness in the material and it is essential to understand the variation of these
parameters in challenging environment.
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Figure 20. Variation of capacitance, dissipation loss, impedance, and resistance due to frequency for
sample 1, sample 2, and sample 3 in glovebox and in open air is plotted for ternary system 2.
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4.2.4 |-V characterisation

Figure 21 shows the trend in current for variating DC voltage from —10to + 10V,
for sample 1 at 0 volts we have 0 mA and as voltage increases current increases too,
at +10 V we have a maximum current of 1.36 mA but at negative bias it was
observed to have -0.46 mA at-10 V.

For sample 2 it was observed that the maximum current of 0.72 mA at +10 volts and
at negative bias, it was observed to have —1.4 mA at -10 volts and for sample 3 we
have maximum of 1.4 mA at +10 volts and —1.08 mA4 at —10 v.

All three samples have better loop than that of ternary system 1, clear hysteresis
behaviour of these samples validate them for the memristive properties of Hf 0,. It
was observed to have pinched hysteresis loop that is identical to Hf 0, [48] in both
positive and negative bias.

Sample 1 Sample 2
A I(mA) B I(mA)
. * 1.5
1
1
0.5
" M'

V(v)

0.5

5 10

Sample 3
C. s I(mA)
1
0.5
V(v)
T 5 10
0.5
-1
1.5

Figure 21. I-V hysteresis plot for a. samplel, b. sample 2, and c. sample 3 of ternary

device 2.
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Sample 1
cycle 1 I (mA)
cycle 2
cycle 3 2r
1 -
Viv)
I o 5 10
1F
2F

Figure 22. I-V characteristics for sample 1 of ternary system 2, with repeated cycle.

C2C robustness for sample 1 of ternary system 2 was carries out for three cycles and
resulting variation in positive bias and negative bias can be clearly observed in figure
22. The changes are much prominent in positive bias with maximum current value is
seen between +5and +10 7V,

4.3 Implication of observed variation in dielectric properties for PUF
application

Critical factor for PUF lies in the degree of the variation in the material from one
measured value to another. Not all material properties can be used to derive PUFs,
even using certain parameter seems to be good option, one need to consider the
complexity in the device. Intrinsic PUFs are much more cost effective rather than
designing an extrinsic PUFs. Table 4 provides the variation percent between
maximum and minimum values of the parameters measured.

For all these parameters, one can use four frequency ranges available in the LCR
device to toggle between minimum and maximum values. The sensitivity in
measurement depends upon the detection system that is used. It should also be
noted that the minute variation in the thickness and composition can vary these
percentages.
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Parameters Samples variation percentage
sample 1 16.87
Capacitance sample 2 25.4
sample 3 32.198
sample 1 125.6
Dissipation loss sample 2 58.58
sample 3 57.3
sample 1 89762.8
Impedance sample 2 81433.1
sample 3 79003.1
sample 1 308768
Resistance sample 2 37391.5
sample 3 42734
Table 4. variation percentage for parameters between their minimum and maximum value for ternary
system 1.

Similar to ternary system 1, percentage variation in ternary system 2 from table 5 we
can conclude the same observation. But the advantage of ternary system 2 over 1
comes from the nature of the IV curve, distinctive switching behaviour can be
observed with ternary system 2.

Parameters Samples variation percentage
sample 1 161.53
Capacitance sample 2 339.13
sample 3 322.727
sample 1 3900
Dissipation loss sample 2 73400
sample 3 1109.09
sample 1 48415.2
Impedance sample 2 39229.3
sample 3 34811.7
sample 1 2780.78
Resistance sample 2 2409.27
sample 3 22820.2
Table 5. variation percentage for parameters between their minimum and maximum value for ternary
system 2.
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Main focus can be diverted to use distinct IV behaviour of the material 1 and 2 to
create memristor PUF, the filamentary-based switching mechanism can be very
probabilistic and uncontrolled, which contributes to the final random sequence,
depending on the material composition and the fabrication procedure used. IV plots
for sample 1 ternary system 2 shows prominent shift in the loop as voltage decrease
from +10 to +5 volts.

The variation percentage in the table is the percentage difference between maximum
value to the minimum value recorded for particular material properties, i.e., once the
acquisition of properties for all four frequencies are acquire, the difference in
minimum and maximum value in the acquisition is noted to calculate these
percentages. These variations are unique to this particular system, one can expect
unique responses in these values for particular frequency challenges.

One can play with frequency to create unique responses in property for these
materials. This variation is also subjected to the composition ratio of the material.
Based on the type of PUF one can chose the suitable material by studying the
variation in material properties from table 5 and 6.

Variation of electrical properties with change in bottom electrode of TiN (ternary
system 1) and TiO,: Nb (ternary system 2) can be seen from table 4 and 5, variation
in capacitance is much better in ternary system 2 compared to that of system 1. But
variation is resistance, impedance, and losses are better in system 1.

For example, an arbitrary PUF theory can be tested on the sample 1 of ternary
system 2, due to its large variation percentage of resistance in the system. IV
characterisation can be carried on to confirm this variation, C2C analysis of the
sample furthers proves the randomness in the measurement that is unique to the
material.

One can also use the variation in capacitance properties for coating PUF application.
Thin-film coating of ternary system with varied composition ratio ensures the value
difference in measurements from one spot to another spot. Further variation in
thickness can add additional complexity that is unique to the PUF.

Further variation can be achieved with experimenting with temperature and
environment. Variation of material properties with temperature and controlled
environment is always anticipated, studying this variation for the thin-film can make
us understand the possible application domain and properties to use under certain
conditions. PUFs can be designed keeping this variation in mind to work in extreme
condition without the fear of failure.
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5. Optical PUF

Non-sequential modelling of the optical system helps us to understand the scattering
and illumination by the system. Our physical system consists of LED diode, thin-film,
and CMOS sensor as a PUF setup, each of these stacks need to be thoroughly
understood to model the system. Physical PUF setup being used is an optical system
with three main layers and it is essential to understand them well in-order to model
the system. The OLED screen consists of red, green and blue LEDs of size 50 um x 190
um that are distributed with constant pitch of 20 um along X and Y direction. Each
LEDs can be handled according to the user’s desires using Raspberry module. This is
followed by uniform deposition of thin-film material of thickness 450 nm on 0.8 mm
glass slab which are separated by a distance of 2.7 mm from OLED display. Raspberry
Pi camera (CMOS) of 3280 (H) x 2464 (V) active pixels of size 1.12 um is place just
below the slab is then used as the detector (refer figure 23).

Light is emitted from LEDs of OLED display which then passes through TiO, thin-film
which indeed create characteristic changes in transmitted light that are observed
using CMOS. To quantify and speculate these characteristics one can use Zemax to
model the system.

-

OLED display cap 1 mm /

Siah 0.8 mm Mo

10 Image sensor

Scale: 0.2 mm Scale: 1 MM e

Figure 23. Schematic of three main layers of Optical system having OLED, glass slab and CMOS image
sensor with specific distance of separation.

To model the LED light sources it is first essential to calculate beam divergence, this is
not an easy task as it involves the individual manipulation of LEDs inside the OLED
display. Python code to handle these LEDs were scripted and raw data from the
CMOS was acquired for individual red, blue, and green LEDs in the center. This was
done in order to eliminate the edge effect in the CMOS sensors.
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5.1 Divergence study:

Raspberry Pi camera module was directly strapped on top of OLED display and
distance between them was measured to be 0.9 mm. an acquisition was made using
Raspberry Pi micro-computer module to find row and column on OLED for which
complete light spot can be observed on CMOS. Several combinations of acquisition
were made using different colors of LED at different suitable spots to check the
reliability and similarity between similar LEDs. Once data from acquisition are
acquired, they were processed in MATLAB to visualize (figure 24.) and then analyze.

Color:Red; Trial:3 Color:Red; Trial:3
Row:44; Column:45 100 Row:44; Column:45
250 400
200 <
150 % 200
c
@
100 €

oo

500

" 1000

0 e
500 1000 1500 1000 5
Column Row Column
Color:Red; Trial:3 Color:Red; Trial:3

Row:44; Column:47

Row:44; Column:47

200 300 400 300
=
400 250 5
200
g 600 ‘? 200 - 200
= 150 <
800 £
100 = 0 100
1000 50 0 F .
1200 o 1000
500 1000 1500
Row 0 Column
Column
Color:Red; Trial:3 Color:Red; Trial:3
Row:44; Column:49 200 Row:44; Column:49
300
200 250 400 -
-] 250
400 200 S
200
z 2 200
600 @
& 150 5 150
800 100 = 0 100
1000 50 0 . -
500 "~ 1000 50
1200 0 1000 0
500 1000 1500 Row 0 Column

Column

Figure 24. 2D and 3D contour distribution of red LED illumination at three different positions of
columns 45, 47, 49 and row 44.

The acquisition was conducted for shutter speed of 47900 micro second of red, blue
and green LEDs at different positions of OLED display. The data obtained from
acquisition are of 2464 x 3280 array which consists data from of Bayer pattern of
blue, green and red photocells distributed in different orders. Once this point was
noticed, the new array for only active photocell of specific colors for same color
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illumination were created. i.e., for red LED illumination only array of red photocells
was considered. To extract divergence, one need to calculate beam diameter in
standard units, for this it is necessary to multiply beam diameter by a value of 2.24
um, correction factor due to the omission of irrelevant detector pixels in the area.
From figure 24. we can see the distribution shift for red LED at three different
positions (represented as (row, column)) of (44,45), (44,47), and (44,49). One can
observe in all pictures the distribution along X and Y are not same and it varies
accordingly to the position of LED. In addition to this one can also observe dust
particles, flickering in the distribution. An attempt was made to measure beam
divergence along X and Y by fitting the Gaussian distribution and then calculating
beam diameter to finally calculate beam divergence (figure 25).

Slight ellipticity in the red LEDs beam can be observed in figure 25, for which
variation in divergence is around 2 — 3 degrees. Distribution along X is wider
compared to that of Y direction. Apart from ellipticity it is observed to have slight
change in shape along X at positions (44, 45) and (44, 49). In table 6 it is listed the
divergence along X and Y, and maximum intensity value for three different colors of
LEDs. Several trials were carried and two of them are tabulated.

position Divergence in degree
colour Trial Max intensity value
Row Column Along X Along Y

44 45 84 82
1 44 47 84 82
44 49 86 83

44 45 84 82 350
2 44 47 84 82
44 49 86 83
44 45 78 74
1 44 47 79 75
44 49 79 76

Green ad 45 77 74 550
2 44 47 77 74
44 49 79 76
44 45 82 73
1 44 47 74 75
44 49 82 74

44 45 82 73 450
2 44 47 74 74
44 49 82 74

Table 6. List of divergence and intensity values for three different positions of three different color
LEDs
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Figure 25. Fitted distribution plots of intensity values along X and Y of CMOS plane for illumination of
red LED at three different positions of (44,45), (44,47), (44,49) on OLED display with their
corresponding divergence value, x and y followed by the number in the name of the plot refer to the X
and Y position in CMOS along which the acquisition was made.

5.2
miniaturized system

Zemax simulation for irradiance analysis for a modelled

From the above observations an attempt was made to find the best parameters at
which a distinct interference patterns can be observed. The system was modelled to
miniaturize the existing physical system of integrated optical PUF for which non-

sequential simulations were carried on.
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For miniaturizing the model, the simulation was designed to have a dimension of 1
mm x 1Imm between which different stacks of LEDs, material and CMOS are place.
They are equally separated by the distance of 0.5 mm.

Square LEDs are modeled to have a dimension of 10 x 10 um, which emits
wavelength at 550 nm and have divergence of 80 degrees [ref table 6] along X and Y,
power for these LEDs is fixed at 1 milliwatts. Position of these LEDs [ref Table 7] are
changed to see the effect of transmission through patterned thin-film on
interference intensities.

Patterned thin-film of 1 x 1 mm was designed with checkered pattern that have
individual dimension of 0.25 x 0.25 mm of BK7 glass of thickness 0.1 mm. These
patterned cells have a variation in refractive index, dark colored cells are of 1.99 and
white cells are of 1, ref. figure 26. These are the coatings that are placed on top of
0.1mm glass substrate.

Figure 26. Schematic of modeled checkered patterned thin-film coating of 4x4 cells of dimension 0.25
mm where refractive index of black cell is 1.99 and white cell with 1.

Two coherent light sources separated by certain distance on a plane to produce
interference pattern and this plays an important role in generating responses. The
subtle difference in interference can determined what kind of PUF it can be used as.
Square detector of dimension 1 x 1 mm was created with 1000 x 1000 pixels along x
and y direction.

Position LED Xinmm Yinmm
1 0.01 0
1 2 -0.01 0
1 0.01 0.01
2 2 -0.01 -0.01
1 0.01 0.5
3 2 -0.01 0.5

Table 7. Placed position of LEDs as entered in the Zemax OpticStudio software to place them

at three different configuration positions.
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Figure 27. From top to bottom, coherent irradiance plot at position 1 for the cross-section along x

(row), false color coherent irradiance map showing diagonal distribution of interference pattern at
position 2, coherent irradiance plot at position 3 for the cross-section along x.
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Coherent irradiation plot seen in figure 27 shows subtle variation in the interference
pattern for the variation in LEDs position, this is expected as the checkered slab acts
as our patterned thin-film and variation refractive index gives uniqueness to the
transmission. This can be observed with cross-sectional irradiation plots from
position 1 to position 3. This is unique to this setup and with certain variation in
patterned thin-film one can expect unique transmittance pattern for that material.

These simulations provide some preliminary idea of what the propagation might look
like for a miniaturized system, the illumination pattern simulated can be used to
calculate the variation. This initial finding for few sets of parameters has proven to be
most efficient way of dealing with optical system to clearly understand what to
expect before going to manufacturing process. But it should be noted that Zemax
lacks the ability to deal with modeling of such a complex thin-film, still a relatively
close coating can be created to understand how the propagation of the light will be
with certain variation to the actual system.

6. Limitation of the study and future perspective

Ternary HfO_2 device 1 and 2, i.e., Al,03/Hf0,/Zr0, on TiN and Al,0;/HfO,/
Zr0, on TiO,: Nb are studied in the same way. EDS composition analysis of ternary
system 1 and 2 showed ~1.3 and ~2.5 At% of hafnium respectively, this directly
relates to the fact that the dielectric constant for these materials were capped at 15.
Future batch of production can ensure the increase in percentage to observe
prominent values for other electrical application like MIM capacitor.

Using silver for the top electrode sometimes adversely affect the dielectric properties
of the devices, and manually putting the electrodes will make it difficult to have one-
one comparison. Even the slightest variation in the area of the electrode has proven
to affect the capacitance of the system drastically. This can be overcome by
standardizing a method to deposit a top electrode, such as spluttering.

Due to lack of IV analyser, it is hard to conduct more cycles of acquisitions with
added precision. The recorded IV characteristic plots can lead to a possible
application to the PUF but further study need to be done by using NIST 800-22 [56], a
15-test series package that can be used to evaluate the randomness of bit sequences
produced by either hardware or software cryptographic systems.

The randomness in material properties for electrical PUFs are subjected to machine-
learning attacks. One need to create more CRPs to overcome this issue, this can be
done using optical PUFs.

More modelling using Zemax need to be carried out by varying and fine tuning the
parameters. Better modelling of the material needs to be carried first, upon which
ray tracing can be carried on to know the behaviour and trend of the light
propagation in the thin-film.
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Other than these critical points one need to note the environmental, manual,
experimental and manufacturing errors influencing the experiment for some extent,
cautious approaches were implemented then and there as the error took place.

7. Conclusion

The thesis itself carries in a way to convey the importance of material
characterisation for PUF application, affordable HfO, based ternary system 1,
Al,03/HfO0,/Zr0, on TiN and ternary system 2, Al,0;/Hf0,/Zr0, on TiO,:Nb
provide an idea of change that one can expect with certain variation in material
parameters. Effect of composition on thin-films electrical properties like capacitance,
dissipation loss, impedance, and resistance were studied and tabulated.

SEM imaging of surface morphology of ternary 1 and ternary 2 devices show the
superior manufacturing qualities using CBVD techniques to obtain very uniform thin-
films. Further analysis of in-house electrodes like TiO,: Nb shows promising results
for future improvements of this material. Close study of the composition percentages
of thin-film using EDS analysis helps us to select only necessary samples to
characterize, hence minimizing both time and resources it would have cost to analyse
them all. This on other hand is also helpful in noting down the best composition
sample and them optimizing the deposition to get more of this sample. SEM images
provide assurance to ensure quality of 3D-Oxide.

Dielectric characterisation of ternary system 1 and 2 give us an idea of what material
parameters like capacitance, resistance, impedance, or dissipation losses can offer to
fabricate devices for specific application. Large variation in the impedance and
resistance value at lower frequency, and trend of decrease in these properties for
increase in frequency.

Effect of bottom electrode i.e., TiN and TiO,: Nb on dielectric properties were
thoroughly studied and ternary system of AI203/HfO_2/ZrO2 on TiO,:Nb has
proven to have better capacitance to that of a system on TiN, this is encouraging for
the company as it is deposited in-house which means it is much more time effective
and cost-effective. Variation in capacitance in ternary system 2 is much superior to
that of ternary system 2 and this can be used in coating PUF application.

Variation of material properties under challenging conditions, such as varied
temperature and glovebox environment is studies, this can be used to design PUFs
under challenging environments.

IV characterisation of ternary system 1 and 2 leads to an important discovery of
hysteresis loop and C2C variation that is unique to the material which can be used to
derive memristor-PUFs.
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Numerical simulations were carried out to the existing optical PUF system, first by
analysing the divergence of red, blue, and green LEDs of the OLED display and then
using this data preliminary modelling of miniature system was realized. Further, ray
tracing was performed for this to analyse the irradiance plot of the system. This helps
to understand what parameters one can use to realize and extract unique
transmittance intensities for PUFs application.

Overall, this thesis helps to understand the variation of properties within a thin-film
material and variation compared to an another thin-film material that can be used
for certain PUF application.
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Appendices

Appendix A. Preparing the samples for dielectric characterisation

Probing setup to insert these thin films to connect to an LCR meter is as shown in
figure 1.

Figure 1. self-made probing setup using wooden base and paper metal clips.
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Appendix B. BK Precision’s 880 LCR meter

LCR Meter

D DISCHARGE CAPACITOR BEFORE TESTING

Hror Leor GUARD
—_——

U
Heur Lewr

Figure 1. Photo-clip of portable BK precisions 880 LCR meter
Handheld highly portable (figure 1) LCR meter 880 from BK precision is designed to
measure primary parameters like inductance, capacitance, resistance, impedance,
and Direct Current Resistance (DCR) and secondary parameters like dissipation,
quality factor, phase angle and Equivalent Series Resistance (ESR) of components.
This LCR meter can provide a 40,000 — count primary parameter reading and
secondary parameter reading with a resolution of 0.0001 with an accuracy of up to
0.1%. we can use five particular test frequencies in this model such as: 100 Hz, 120
Hz, 1 kHz, 10 kHz, and 100 kHz. We can also select specific test voltage values from

0.3V,0.6V,and1V.

With adjustable testing frequencies, voltage levels, and 4-probe measurements, the
meter enables direct and reliable measurements in series or parallel modes. The auto
range can quickly display the measurement findings and select the appropriate
testing parameters based on the component qualities. This model can be accesses
remotely by connecting it to a PC with mini-USB interface. Upon installation of a USB
driver, the PC can control the instrument over virtual COM. Once the configurations
are done, the LCR meter can be used in remote mode either by controlling the

actions with standard command protocols using programming commands such as
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IEEE 488 and Standard Commands for Programmable Instruments (SCPI). For ease-of-
use BK precision also provides software named LCR Software from which one can
select the parameters, acquire the readings and export them in either .txt or .xlsx
format. You can also access the stored data from stand-alone measurements and

transfer them to your PC.

It gives the option to acquire data either with 3 — terminal test port or 5 — terminal
test port, in which 5 — terminal port gives more accurate measurements by using 4 —
probe connection with a shield, which we are using to calculate the primary and

secondary parameters for thin-film oxides of hafnium, zirconium, titanium etc.
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Appendix C. Automated remote acquisition setup using Raspberry Pi 3 A+

It was proposed to design an acquisition system that can record the readings from
the LCR meter without too much intervention of an operator and to access the
recorded data remotely by anywhere. This would help us to design an independent
system of acquisition that can be placed inside the glove box for much accurate
measures of LCR. In order to achieve this, we are integrating a micro-computer called
Raspberry Pi 3 A+, LCR meter is connected to the Pi which then can be accessed by
anyone with the passcode to record and operate the LCR meter reading. A python file
is created to program the LCR meter according to the user requirement and can be
runed to acquire the values from the sample.

connected

Material LCR meter Pi 3A+ Wi-fi PC

Figure 1. simple working schematic of the acquisition system
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Appendix D. Relay-based switching in remote LCR acquisition application:

An 8 channel 5V relay board compatible with Raspberry pi 3A+ was used (figure 1) to
electrically switch between samples in LCR remote acquisition process. One can use
python to create a script that can automatically switch between samples after each
set of acquisition. The data is locally stored inside Pi module which then can be used
in analysis

Figurel. Connection of relay module to Raspberry Pi and sample.
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